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1 Introduction

SMiT BISS CAM gives access to BISS encrypted programs. It works with the host, which has a CI Slot. 

In this document, host refers to IRD, iDTV or STB.
1.1 Product Description

· Support BISS 1 and BISS E encryption system

· Based on the Embedded 32-bit CPU (ARM7TDMI)

· Adopting advanced 0.18-micron technology

· Flash Size: 4M Bytes

· RAM Size: 384K Bytes

· TS process bandwidth: Up to 72Mbps 

· Connector: 68-pin PCMCIA slot

· Operation voltage: 4.5V ~ 5.5V

· Operation current: <150mA

· Low power consumption: < 750mW

· Support OTA software upgrade

· Secure Loader for more secure, stable and efficient software upgrade.

1.2 Standard

· Plug and Play

· Compatible with DVB-CI standard (EN50221)
· BISS-E_tech3292.pdf
· Compatible with the RoHS Directive 2002/95/EC and its subsequent amendments

2 CAM Work Environment

As an electronic consumer product, CAM should work in a certain environment. Beyond that, CAM may be unstable, or does not work, or even permanent damaged. In order to make CAM work properly, as well as a longer life, we must make it work under a certain environment. 

2.1 Power Supply Requirement

· Power supply voltage: 5±5%V

· Power supply current: ≥660mA

2.2 Natural Work Environment

· Work temperature: 0°C to +55°C

· Relative humidity: 95%(MAX)- non-condensation

2.3 Storage Environment Requirement

· Storage temperature: -20°C to +65°C

· Relative humidity: 95%(MAX)-non-condensation

2.4 Extremeness Work Environment

· Work voltage: -0.5~5.5V

· Work temperature: -20°C to +70°C

· Storage temperature: -60°C to +155°C

3 Installation

3.1 Instructions

· Please read this User Guide before using the CAM.

· DO NOT open the case of CAM, without any guidance from professional technician. It could damage the CAM.

· DO NOT make any liquids on, or inside the CAM. If the liquid entered the CAM inside, please power off the STB or iDTV immediately to avoid possible danger. And contact Customer Service Center.

· Please insert the CAM into the STB or iDTV’s CI slot. Don’t pull out the CAM from STB or iDTV unless necessary, or else it may damage the PCMCIA interface.

· Please make sure that all the wires are correctly connected, including antenna, signal wire, video and audio wire.

3.2 Process

Insert the CAM into the STB or iDTV correctly. If the CAM is inserted properly, the TV screen will show CICAM initialization information.

Notice:
After CAM’s successful initialization, please refer to your host manual for information on how to setup the digital channels on your device. For more CAM information, please refer to host manual or the device suppliers.

4 Functionalities

The BISS CAM is different from other normal DVB CA CAM, Smartcard is not necessary for such product. According to BISS definition, you need to know the followings before descramble the services.

1) The service id of each service to be descrambled.

2) Encryption Mode for each of these services: BISS 1 or BISS E.
- In case of BISS E, ESW and the Injected ID for each of the service are necessary. The injected ID shall be unique (the same for all services), but each service can have its own ESW. If more than one services share the same ESW, user can set the ESW as the default key and then enable default key in “Key edit” menu for these services. 

- In case of BISS E also, user need to make clear the ESW of the service is corresponding to the Injected Id or the Buried ID and set it in the “Active ID” setting menu.

- In case of BISS 1, SW for each service is necessary. And each service can have its own SW. But, if more than one service shares the same SW, user can use the default key as described for BISS-E. 

The process is as follows:

4.1 Input Service Key

1. Enter the Key Edit menu as follow: Main Menu -> Setting -> Key Edit.  
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Figure 1 Key Edit menu
Note:

The service IDs will display automatically according to the host’s setting. If none of the services is added from host side, the service ID will displays as “NULL”.
2. Select one of services (The services displayed are added from host side).
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Figure 2 Select Service
3. Key mode selection
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Figure 3 Key mode select menu
Press “OK” to select the encryption mode and edit key. 
4. Edit the key
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Figure 4 Key Edit Menu
Use “Up/Down” and “OK/Enter” to select the keys. The key character will display in the title.
4.2 Default Key Edit
Enter the Default Key Edit menu as follow: Main Menu -> Setting -> Key Edit -> Default Key Edit.
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Figure 5 Default Key Edit Menu

The key edit operations are the same as the normal service key input: choose the mode and input key. 

Note: 
If more than one service share the same SW or ESW, user only need to set the default key and it will work on all the programs that you do not set parameters.
4.3 Active ID setting
Enter the “Active ID” setting menu as follow: Main Menu -> Setting -> Active ID
1. Select the Active ID
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Figure 6 Active ID setting menu
2. If you choose the injected ID, then edit the Injected ID.
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Figure 7 Injected ID editing menu

3. If you choose the Buried ID, as it already exists in the CAM, software will make it enable

4.4 Descrambling Status

Enter the Descrambling status menu as follow: Main Menu -> Descrambling status
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Figure 8 Descrambling Status Menu

This menu shows the status of the service that the host sends to the CAM. The encryption mode and Active ID set by the user are also showed in this menu. 

4.5 Language Setting
Enter the Language setting menu as follows: Main Menu -> Setting -> Language Setting. The BISS CAM support two language for menu displaying at current: English, German.
Customer customized language requirements can be committed to SMiT following a commercial flow.  
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Figure 9 Language Setting Menu
4.6 Product Information 

User can consult the below information in Product Information page: Software version, Hardware version, Loader version, Terminal SN, Buried ID, Software model and Hardware model.
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Figure 10 Product Information Menu

Notice: When contact SMiT Customer Service Center for help, you may need to offer Software version, Hardware version, CAM Serial number (Terminal SN).

4.7 Software Upgrade
4.7.1 OTA upgrade
SMiT BISS CAM supports software upgrade through OTA, using DVB-SSU. Working with CI host without host control functionality, user needs to tune to the specific transponder/service (contains the upgrade software) for software upgrade
4.7.2 Serial Upgrade
As many BISS services are broadcasted temporarily and most of the operators won’t wish to broadcast upgrade data on their transponders, SMiT_BISS_CAM support software upgrade through the COM port via the help of dedicated hardware tool and a PC-based upgrade software provide by SMiT. The customers can update the new software through a PC easily. This can bring flexibility and benefit to the customers. The user guide for serial upgrade is out of scope of this document.
5. SMiT Customer Service Center
5.1 Contact Information

Add：SSMEC Building 2/F, Gao Xin Nan First Avenue Hi-Tech Park South, Nanshan, Shenzhen, China 518057
Telephone：+86-755-61363366 

Website：http://www.smit.com.cn

E-mail：Support@smit.com.cn
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